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Today, we are surrounded by many wireless signals such as radio, cellular, or Wi-Fi in
almost every environment. Without even realizing it, we are physically interacting with
these signals all the time. When we move, speak, or just exist in such an environment, the
surrounding signals and their reflections can be analyzed to reveal a lot of information
about ourselves. That is the essence of wireless sensing: think about the standard
presence sensor in your room, or a Google Nest Hub tracking sleep and breathing

wirelessly from the bedside table [1].

Products built on this technology are already widely deployed. Apps/devices like
SleepScore [2], Pronto Sense [3], and Logitech Spot [4] have a real impact on quality of
life, especially for elderly care and people who are unable or do not prefer wearable
devices. Because they capture less recognizable visual information than camera-based
systems, they are widely marketed as "privacy-preserving" alternatives [5].

However, this privacy by modality is only part of the story. Even without capturing
recognizable visual information, the continuous data stream from wireless sensing
encodes physiological and behavioral information about the people in the sensing
environment: heart rate and breathing pattern, sleep monitoring, gesture, presence and
movement, and even speech reconstructed from object vibrations [6], [7], [8]. Depending
on where these systems are deployed, the same data can have very different privacy
implications. For example, through the lens of contextual integrity [9], a Google Nest Hub
monitoring the owner's sleep might meet the standard norms, while the same device at an

Airbnb inadvertently monitoring the guest's sleep does not.
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As more and more wireless sensing systems are being deployed and becoming more
powerful, conversations about the privacy aspect of this technology are not advancing at
the same pace. We need secure and trustworthy systems. In this reflection | want to
sketch two design choices toward that goal: user opt-in vs system enforced. Both reflect a
long-standing distinction in privacy theory: privacy as something the individual is asked to
defend [10], [11], versus privacy as something built into the system [12], [13].

The first camp, user opt-in, is necessary when the subject does not own or control the
sensor in the room, for example a guest in someone else's home or a visitor in a public
space. The user needs to have a device that adds decoy or obfuscating signals into the
sensor's view, so that an unauthorized sensor only recovers a plausible but wrong reading
while authorized sensors keep working as usual. The advantage is that the user controls
their own protection and does not have to trust the operator of the sensor. The drawback is
that the user must wear or carry something, the protection is only as good as the
obfuscation, and it does not extend to other people in the same room.

System-enforced protections are built into the sensing platform itself, so that even the
operator cannot learn beyond what is authorized. In practice, wireless sensing is usually
split across two layers: a lightweight edge device like a small radar module or a Wi-Fi
router that captures the raw signal, and a cloud backend that does the heavy signal
processing and inference. This edge-cloud architecture is well suited for sensing systems
because vital-sign monitoring, gesture recognition, and activity classification increasingly
involve complex models that the edge device cannot run on its own. The challenge is that
as soon as the raw signal leaves the device for the cloud, the cloud sees everything the

signal carries, and the flow of information is not so straightforward anymore.
Cryptographic and hardware-based approaches can address this problem by protecting
the information flow in the cloud with cryptographic hardness or hardware security. Fully

homomorphic encryption (FHE) [14] lets the cloud run the sensing pipeline directly on

DLI Critical Reflections | 2026



encrypted data, so the heavy compute still happens off the device but the cloud never sees
the underlying signal. Trusted execution environments (TEE) [15] take a weaker but
cheaper approach, where the sensitive computation runs inside a secure enclave that
even the cloud provider cannot inspect, in exchange for trusting the chip vendor. A related
tool is differential privacy (DP) [16], which is particularly relevant for the emerging sensing
foundation models, bounding how much information about any individual subject can leak
from the model the system eventually deploys. The advantage of system-enforced cloud
protections is that the user does not have to do anything, and the protection extends
across all users of the deployment at once [12]. These protections in the cloud come at the
higher cost of computational complexity of processing and inference compared to typical

implementations.

The next generation of wireless networks is being designed around Integrated Sensing
and Communication, or ISAC, in which 6G base stations and Wi-Fi access points are
envisioned to act as passive sensing radars [17]. Going forward, neither user opt-in nor
system enforcement is enough on its own. Opt-in protects the subject who was never
asked. System enforcement protects the subject who was asked for something specific,
but is now being sensed for something completely different. Our group's recent work has
explored both sides, PrivyWave [18] on the user-opt-in side and mmFHE [19] on the
system-enforced side, with the goal of closing the privacy gaps that either side leaves on
its own. Cutting-edge research in both directions, grounded by the relevant contextual
norms in these deployments, is needed to inch towards the goal of truly secure and

trustworthy human-centered wireless sensing systems.
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